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INOJIOKEHHME O 3AIIMTE NIEPCOHAJIBHBIX TAHHBIX



1. O6mue mostokenns.

1.1. Hactosmee ITonoxerne pa3paGoTaHO B LEIAX 3aIIHTHL [IEPCOHAIBHBIX JTaHHBIX,
00pabaTeIBaeMbIX B MH(pOPMAIMOHHBIX CHCTEMAX nepcoHabHBIX JaHHbIX OI'BY3 «Memuko-
CaHMTapHasi wacTh No2» OT HECAHKIMOHHPOBAHHOTO JOCTYIIA, HETIPaBOMEPHOTO  MX
HCII0JIb30BAHUS UITH YTPATHI.

1.2. Tlonoxenne omnpezenser obecreyeHne B COOTBETCTBHH C 3aKOHOJATEIbCTBOM
Poccuiicko#t @enepanun o6paGoTKH, XpaHEHHS W 3aITHTHI IlepcoHaNbHBIX JAHHBIX, a TaKKe
TICPCOHAJILHBIX TAHHBIX, COJIEPIKAIIMXCS B IOKYMEHTaX, MOy YEHHBIX U3 APYTHX OPTraHU3aIHii, B
OOpaIleHHSX TPAXKIAH i HHBIX CYOBHEKTOB EePCOHATBHBIX TAHHDIX.

1.3. Tlonoxenue paspaGoTaHO HA OCHOBAHHWHU CT. 24 Koncrutymuu PO, ®enepanphoro
3axoHa PO «O nepconanbueix qanaex» Ne 152-®3 ot 27.07.2006 r., 3akona «O6 undopmanum,
uHbopMaTH3aMK U 3ammTe MHpOpManmmy N 149-®3 ot 27.07.2006 r., IlocranoBnenus
IlpaButenscta  Pocenmiickoit ®emepanmm ot 01.11.2012r. Nelll9 «OG YTBEP)KJIEHUH
TPeOOBaHUH K 3allMTE NEPCOHANBHBIX JAHHBIX npu ux o0paboTke B HHOOPMAIMOHHBIX
CHCTEMaX NMEPCOHANBHBIX JaHHBIX», HOPMATHBHO-IIPABOBLIMH aKTaMU PoccHiicKoif Deneparu
B 00JIaCTH TPYIOBBIX OTHOIIIEHHH.

1.4. Hacrosmree [Tonoxkenue yreepkaaercs nasaisaukom OIBY?3 «Menuko-canuTapHast
qacTh No2y.

1.5. Usmenenns B IlosoxkeHne MOTyT GBITh BHECEHBI B YCTAQHOBJICHHOM JIE€HCTBYIONIMM
3aKOHO/ATEILCTBOM MOPSIIKE.

1.6. B nacrosmem ITosoxennn ucrnonmp3yrorest CJICAYIOIIHE OCHOBHBIEC TTOHSITHS:

1.6.1. Tlepconanbuble nannble — mobas MHOOPMALKS, OTHOCSIIASCS K OIpENIETIEHHOMY
WM ONPE/ICIACMOMY Ha OCHOBaHMM Takoi wuH(pOpManuu QusmdeckoMy JuIy (cyGbexTy
TNICPCOHANBHBIX JIAHHBIX) — pabOTHUKY, abUTypHEHTY, 00ydaromemycs, BBIITy CKHHKY

1.6.2 Omeparop — rocyapcTBeHHEBIN OpraH, MyHHUIUITATLHEI Opras, IOpHIUYECKOE MIIH
¢usuueckoe nuio, opramusyromme U (mim) OCYIIECTBIISIIOIIME 00pabOTKy IepCOHAIBHBIX
AQHHBIX, a TAKKE ONPEIEIIAIONIHIE LEU U CONEPKaHue 00pabOTKH MEPCOHATBHBIX JAHHBIX

1.6.3. O6paboTka MepCOHANBHBIX NAHHBIX - AEHCTBHS (omepanuu) ¢ HmEpCOHAIBLHBIMU
AaHHBIMH, BKIIOYas cOOp, CHCTEMATH3AIMIO, HAKOIICHHE, XPAHEHHE, YTOIHEHHE (o6HOBIIEHHE,
M3MEHEHHE), HCIONb30BAaHHE, DPACIPOCTpaHEHHE (B TOM YMCIIE nepenady), obe3myuBaHue,
OJIOKMpOBAHHE, YHUUYTOKEHUE TTEPCOHATBHBIX JAHHBIX;

1.6.4. Pacnpoctpanenne IepcOHAIBHBIX JAaHHBIX - JeHCTBHS, HaIlpaBJICHHBIE Ha
lIpeliady MEPCOHATBHBIX JIAHHBIX OLPEIENCHHOMY Kpyry Jmi (mepeiada MepcoHATbHBIX
JIAHHBIX) MM HA O3HAKOMJICHHE C NePCOHATBHBIMU JAHHBIMHE HEOIPAHUYCHHOTO Kpyra JIaIl, B
TOM 4HCJIe OOHApOJOBAaHME IIEPCOHAIBHBIX JAHHBIX B CPEJICTBAX MACCOBOM uHpOopManuu,
pasMeIente B HHpOPMaMOHHO-TEIEKOMMY HUKALMOHHBIX CETSX MM IPELOCTABIECHHE JocTyIa
K IIEPCOHATIBHBIM JaHHBIM KaKUM-JTHOO0 HHBIM CITIOCOOOM;

1.6.5. Vcnone3oBanue TEpCOHATBHEIX  JAHHBIX —  JEHCTBUS (oneparuun) ¢
ICPCOHATEHBIMY  IAHHBIMH, COBEpILAEMbIC ONEPATOPOM B MENSX NPUHATHS DEIICHHH WIH
COBCPIICHMS HHBIX JCHUCTBHUM, NOPOKIAIOIIUX HOPUIMYECKHE IIOCIEACTBHS B OTHOIICHHH
CyOBeKTa IIepCOHATBHBIX NaHHBIX M JIPYTUX JIHIL JTU60 MHEIM 06pasom 3aTparuBaroIIuX IpaBa
¥ CBOOO/IbI CyOhEKTa ePCOHATBHBIX JAHHBIX HIIH APYTHX JIHLL,

1.6.6. brokupoBaHHe NEPCOHAIBHBIX JAHHBIX — BPEMEHHOE npekpaiieHue coopa,
CHCTEMATU3AllNM, HAKOIUICHUS, MCIIOJIb30BAHUS, PACIPOCTPAHCHHS NEPCOHATBHBIX NAHHBIX, B
TOM YHCJIE UX TepeIayn;

1.6.7. VHHYTOXEHHE NEpPCOHAIBHBIX JAaHHBIX — JEHCTBHS, B pe3yabTare KOTOPBIX
HEBO3MOXXHO BOCCTAHOBHTB COZCPIKAHUE MEPCOHAIBHBIX JAHHBIX B MH(POPMAIMOHHON CHCTEME
IEPCOHAIBHBIX JAHHBIX MM B PE3YJIbTATe KOTOPBIX YHHYTOXKAIOTCS MaTe€pHAIbHBIC HOCHTEH
IIEPCOHAIBHBIX JTAHHBIX;

1.6.8. OGesnuuuBaHKe NEPCOHAIBHBIX IAaHHBIX — JCHCTBHS, B pe3yJibTaTe KOTOPBIX
HEBO3MOXKHO OIPEACIUTE NPUHAIEKHOCTh IEPCOHATBHBIX JIAHHBIX KOHKPETHOMY CyOBEKTY
IIEPCOHAIBHBIX JIAHHBIX;

1.6.9. Mndopmarmonnas cucrema rnepcoHaTbHbIX JAHHBIX — uH(pOPMAIIMOHHAS CHCTEMA,
IPEACTABIIAONAs COOOH COBOKYIIHOCTh IEPCOHANBHBIX NaHHBIX, COAEPIKAIIEXCS B 6a3e JaHHBIX,
a TaKke HHYOPMAIMOHHBIX TEXHOJIOTHH U TEXHUIECKHX CPECTB, IIO3BOJISIONIHX OCYIIECTBIISATh



00paboTKy TaKHX MEePCOHATBHBIX JAHHBIX C UCIIOJIb30BAHHEM CPEICTB aBTOMATU3AIMK WK Oe3
UCITOJIb30BAHUS TAKHX CPEJICTB;

1.6.10. KonduneHImansHOCTh IIepCOHATBHBIX JAHHBIX — 0053aTe/bHOE UL OO0 AeH s
OIEPATOPOM HIIH HHBIM IOJIy YMBIIAM JOCTYII K HEPCOHATBHBIM JaHHBIM JIMIIOM TPeGOBaHUE He
AOITYCKaTh MX pacnpoCTpaHeHue 6e3 cornacus cyObeKTa MEPCOHANBHBIX JAHHBIX MM HATHUMS
HHOT'0 3aKOHHOT'O OCHOBAHMSI,; '

1.6.11. TpancrpanuyHas nepenada nepcoHaTbHBIX TAHHBIX — nepeaaya nepcoHa bHBIX
lAHHBIX omepaTopom Yepes ['ocyapersennyio rpanuiy Poccuiickoii Denepanuu opraty iacTa
WHOCTPAHHOIO ~ TOCYNapCTBa, (M3MYECKOMY WM IOPHIMYECKOMY JIAIy —HHOCTPAHHOTO
rocyJapcTBa;

1.6.12. O6mienocTynHble MEPCOHATBHBIE JAHHBIE — NEPCOHAIIBHBIE JJAHHBIE, JIOCTYII
HCOTPaHUYCHHOrO Kpyra JIMI K KOTOPBIM IPEJIOCTaBIEH C CONAacHs CyOBeKTa MepCOHAIbHBIX
J@HHBIX MM HAa KOTOPBIE B COOTBETCTBUU C (helepabHBIMH 3aKOHAMH HE PacIpOCTPAHSETCS
TpeGOBaHHUe COOITIOIEHNS KOH(DUICHINATBHOCTH.

2. IlonsiTHe H COEPIKAHMAE TIEPCOHATHHBIX JAHHDIX.

2.1. IlepconanbHble naHHBIE — JEOGAst MH(DOPMANKA, OTHOCAWIASACS K HPSIMO HIIH
KOCBECHHO ONpPEICICHHOMY MIIM ONpeJeNsieMOMy (DU3HIECKOMY JHITY (CyOBEKTY IepCOHATBHBIX
JIAHHEIX), 8 UIMEHHO, MH(OpMAaIHsi, HeoGXOAMMAst [T OCYIIECTBICHAS OCHOBHOM IeSTEIbHOCTH
OI'BY3 «Menuko-canutapaas 9acts Ne2y i KagpoBOro y4eTa COTPYIHHKOB.

2.2. OmnepatopoM IepcoHaIbHBIX NaHHKIX sBisercss OIBY 3 «Menuko-canuTapHas 4acTh
No2y.

2.3. JlonyckaeTcs IpUBIIeKaTh sk 06paGOTKH EPCOHANBHBIX JAHHBIX YIIOJIHOMOYEHHBIE
OpraHHu3allii Ha OCHOBE COOTBETCTBYIOIIUX JOTOBOPOB M COTJIALICHHIA.

2.4. TlepconanbHple NaHHbBIC SBISIOTCS KOH(HICHIMAIBHBIME, XOTS, YYHUTBIBAsT HX
MaccOBOCTb M €/IMHOE MECTO 0OPabOTKH U XPaHEHMS, COOTBETCTBYIONIUIA TpH OrpaHHICHHS HA
HUX HE CTAaBUTCS.

2.5. Obecnevyenne KOH(UACHIMATEHOCTH MEPCOHANBHBIX JaHHBIX HE TpebyeTcs B ciiydae
00e3/IMIMBaHKS ¥ B OTHOLIEHAN OOIIEI0CTYTHBIX IEPCOHAIBHBIX JTAHHBIX.

3. Ilopsinok mosrydennst 1 06paboTKH MEPCOHAIBHBIX AAHHBIX.

3.1. Tlonmy4enue mepCOHANBHBIX MAHHBIX OCYIIECTBISIETCS B COOTBETCTBHH C
HOPMATHBHO-IIPABOBBIMH  aKTaMH Poccmiickoit ~ denepari,  HOPMATHUBHBIMH  ©
pacniopsiauTenbHeIME  IokyMeHTaMu OI'BY3  «Menuko-canutapnas gacte Ne2» Ha OCHOBe
cornacusi Cy0beKTOB Ha 00pabOTKy MX II€PCOHATBHBIX JAHHBIX.

3.2. Oneparop BrpaBe TpeGOBaTh OT CyOHEKTa MEPCOHATBHBIX IAHHBIX IIPEIOCTaBIICHUS
MH(OpMAaIKH cOracHo cr. 6 u cr. 7 denepanbHoro 3akona No 44 ( B T. 4. 0 €ro HAIMOHATBHOM U
PacoBOi NIPUHAIIEXHOCTH, COCTOSIHIH 370POBBSI U IIp. ).

3.3. be3 cormacms cyOBEKTOB OCyIIECTBIsETCs 06paGoTKa 00IIEeI0CTY THBIX
NIEPCOHATBHBIX TAHHBIX MM COACPIKALIMX TOJBKO (paMHUIMM, IMEHA H OTYECTBA, OOPAIICHHH U
3alpOCOB  OpraHM3alMi ¥ (DU3MYECKUX JIMIl, PETHCTPALHS M OTIPABKa KOPPECIIOH/EHINHU
TIOYTOBOH CBSA3BIO, ODOPMIICHHE PA3OBBIX HPOIYCKOB, 06paboTKa MEepPCOHATBHBIX JAHHBIX JUI
UCITOJIHCHHMS TPYAOBBIX JOTOBOPOB MJIM O€3 UCIOJIb30BAHUS CPEJCTB aBTOMATHU3AINH, U B HHBIX
ClTy4asx, Ipeay CMOTPEHHBIX 3aKOHOAATeNbCTBOM Poccuiickoit Denepanun

3.4. OGpaboTka M HMCHONB30BaHHE MEPCOHAIBHBIX JAHHBIX OCYIIECTBISIETCS B LeJIsIX,
YKa3aHHBIX B COIJIAIICHHSX C CyObeKTaMH IEPCOHATBHBIX [AHHBIX, @ TAKKE B CIIydasXx,
IpEeNyCMOTPEHHBIX HOPMATHBHO-IIPABOBEIMA akTamMu Poccuiickoit ®enepanuy.

3.5. He nomyckaercst MpUHSTHE Ha OCHOBAHWH HCKIIOYMTENHHO aBTOMATH3HPOBAHHOI
00paGOTKHM TEePCOHATBHBIX NAHHBIX PEIICHHH, MOPOXKIAIONTNX FOPHIUUECKUE MOCTENCTBHS B
OTHOWICHHH CYOBEKTa [ePCOHANBHBIX TaHHBIX M MHBIM 00Pa3oM 3aTpardBaioNIuX ero mpaBa u
3aKOHHBIE HHTEPECHI.

3.6. B ciyyae yBonmbHEHHs CyObeKTa MEPCOHANBHBIX NAHHBIX M HHOTO JOCTHIKSHHUS
uesned oOpabOTKHM TEpCOHANBHBIX JaHHBIX, 3a(QMKCHPOBAHHBIX B MHCHMEHHOM COTJIAINCHHH,
Ormeparop 00s3aH He3aMEIUIMTENBHO IIPEKPATHTh OOPabOTKY NepPCOHANBHBIX [aHHBIX M
YHHYTOXUTL COOTBETCTBYIOIIUE IIEPCOHAIBHBIE [AHHBIE B CPOK, HE IMPEBBIIAIOMHKN Tpex



pabounx nHel ¢ JaThl JOCTHXKEHHS HemH 06paGoTKH IIEPCOHANIBHEIX JAHHBIX, €CJIM MHOE He
IPelyCMOTPEHO (heiepalbHBIMU 3aKOHAMH.

3.7. IlpaBuia 06paGOTKH ¥ MCIONB30BAHMS TEPCOHANBHBIX TAHHBIX yCTaHaBIUBAIOTCS
OTACIBLHBIMH pernamMenTamu u MHCTpyKuusmMu OI'BY3 «Menuko-canuTapnas uacts No2y.

3.8. TlepcoHasbHEIE JaHHBIE MOTYT XPaHHUTBCS B OYyMa)KHOM H(MIIH) 3JIEKTPOHHOM BHJIE
[CHTPAIM30BAHHO WIIM B COOTBETCTBYIOIIMX CTPYKTYPHBIX IOAPA3ZEeHHSIX C COOIIOICHUEM
TPEAYCMOTPEHHBIX HOPMATUBHO-TIPABOBBIMK akTamu Poccmiickoit Pexepanun Mep 1o 3ammre
MEPCOHAIBHBIX JTAHHBIX.

3.9. IlepedyeHb CTPYKTYPHBIX IIOApas[elieHUl | (MM) OTHENBHBIX JOJKHOCTEH,
MMCIOIMX TIpaBO0 Ha 00pabOTKy NEepCOHAIBHBIX JAHHBIX MPEIOCTaBISIETCS paboTHUKaM
CTPYKTYPHBIX TOJApA3/ENCHUH H(WIM) MOKHOCTHBIM JIULAM, OINPECICHHBIM OTACTbHBIMH
IIpuKasamu, pacmopsSIUTENbHBIMH JOKYMEHTAMH X HMHBIMH  ITHChMEHHBIMH YKa3aHUSIMHU
YIOTHOMOYEHHBIX cOTpyIHHKOB OI'BY3 «Menuko-canurapuas gacts No2y.

3.10. IlepcoHanbHble NaHHBIE 3AMIUINAIOTCS OT HECaHKLIMOHUPOBAHHOIO JIOCTYIA B
COOTBETCTBMHM ¢ HOPMAaTHBHO-NIPABOBBIMH akTamu Poccuiickolt ®Depepanum, HOpMaTHBHO-
PacIOPAZIMTCIPHBIMA aKTaMi ¥ PEKOMEHAIMAMHU PETYIUPYIOIINX OPTraHOB B OOIACTH 3aI[UThI
MH(OpMAIWH, a TaKXKe YTBEPKIEHHEIMU PerIaMeHTaMu | HHCTpYKIMsamMu Oneparopa

3.11. lo Havana oCymieCTBIEHHS TpaHCIPaHHIHON nepelayd MEePCOHATBHBIX JaHHBIX
OTBETCTBEHHBIA paboTHuK OI'BY3 «Menuko-canuTapras gacts Ne2» o6s3an yOeuTECS B TOM,
4TO  MHOCTPaHHBIM TOCYZAapCTBOM, Ha TEPPUTOPUIO KOTOPOTO OCYIECTBISETCS Iepenada
TNICPCOHANIBHBIX JTAHHBIX, 00ECIIEYMBAETCS aeKBaTHAs 3allATA MPaB CyOHEKTOB [IEPCOHATBHBIX
JIaHHBIX.

Tpancrpanuynas nepenaya mnepcoHANBHBIX JAHHBIX HA TEPPUTOPUU HHOCTPAHHBIX
rOCyZapCTB, HE OOCCINEYNBAIONINX aJeKBATHON 3alUTHl TPaB CyGHEKTOB IIEPCOHATBHBIX
JaHHBIX, MOXET OCYIIECTBIISTECS B CIIydasX:

3.11.1. Hamwaust cornacust B nucbMeHHO# hopMe cyGbexTa IIEPCOHAIBHBIX JTaHHBIX;

3.11.2. IpemycMOTPEHHBIX ME KTy HAPOJHBIMH noroBopamu Poccuiickoit @enepanuu mo
BOTIpOCaM BbIIAYH BH3, MEXIyHapOJHBIMU JIoroBopamMu Poccuiickoit ®eneparu 06 okazaHuu
NPaBOBOH TOMOIIM IO TPaXJAHCKHM, CeMEHHBIM M YTOJNOBHEIM JefaM, a  Takke
MEXTyHapOAHBIMH 1OTOBOpamu Poccuiickoit @enepanum o peaqMuccum;

3.11.3. mpemycMOTpeHHBIX (elepalbHBIMU 3aKOHAMH, €CIIH 3TO HEOOXOIUMO B LEJISX
SaIlATBL OCHOB KOHCTHTYLMOHHOTO cTposi Poccuiickoit ®enepammu, oGecriedenus 0GOPOHBI
CTpaHbl ¥ G€30MAaCHOCTH IOCYIapCTBa;

3.11.4. ucnonHeHus TOroBopa, CTOPOHON KOTOPOTO SIBIAETCS CYOBEKT IepCOHAILHBIX
JIAaHHBIX;

3.11.5. 3ammTel KU3HH, 3MI0POBBS, MHBIX JXU3HECHHO BaXKHBIX HHTEPECOB CyOBheKTa
NEPCOHANIBHBIX [@HHBIX MM JPYTHX JIUIl TIPd HEBO3MOXKHOCTH IIOTYy4YEHHS COIJIACHS B
MHUCBMEHHOH (opMe cyOBeKTa IIepCOHANTBHBIX JaHHbIX.

4. IlpaBa, 005I3aHHOCTH H OTBETCTBEHHOCTh CY0BEKTA MEPCOHAALHBIX AAHHBLIX H
Omneparopa npu 06padoTke NepCOHATBHBIX JAHHBIX/

4.1. B memix ofecredeHus 3auTbl CBOMX IIEPCOHAIBHBIX AHHBIX CyOBeKT
IIEPCOHANIBHBIX NIAHHBIX B COOTBEeTCTBUM ¢ DenepanbHpiM 3akoHOM Poccuiickoii ®deneparuu ot
27.06.2006 r. Ne 152-@3 «O mnepcoHANbHBIX JAaHHBIX» 33 MCKIIOUCHHEM ClIy4aes,
IPENyCMOTPEHHBIX TaHHBIM DesiepaabHbIM 3aKOHOM, HMEET IIPaBo:

4.1.1. Ha nomyuenne cBenenuii 06 Onepatope, 0 MECTe €r0 HAXOXKIEHHS, O HATHIHI y
Onepatopa NEepCOHAIBHBIX JAHHBIX, OTHOCSIIHXCS K COOTBETCTBYIOIEMY  CYyOBEKTY
IIEPCOHAIBHBIX ITAaHHBIX, @ TAKXKE Ha O3HAKOMJIEHHE C TAKUMH II€PCOHATBHBIMY JAHHBIMH,

4.1.2. TpeGosate oT Omeparopa yTOYHEHHS CBOMX IEPCOHANBHBIX JIaHHBIX, WX
OJIOKMPOBaHWs WIH YHHYTOKEHHSI B Cllydyae, €CIH IEPCOHAIbHBIE JaHHBIE SBJISTIOTCS
HCIIOJIHBIMH, YCTapEBIIMMH, HEIOCTOBEPHBIMH, HE3AKOHHO IOJYYEHHBIMHM MM HE SBJISIOTCS
HEOOXOIMMBIMM JUTA 3asBICHHON uemu o6paGoTKH, a TaKke IPUHEMATH IIPETy CMOTPEHHBIE
3aKOHOM MEpEI 110 3aIIUTe CBOMX IIPaB;

4.1.3. Ha momy4enwe npu oOpalleHMH WIH NPH IOJTYYCHHH 3anpoca uHGOpPMAIIHH,
Kacaromieics o0paboTKH ero nepcoHalIbHbIX JaHHBIX;



4.1.4. Ha oGxanoBanue JeHCTBHI WM Ge3neHcTBUS Omnepatopa B ymnoaHOMOYeHHBIH
OpTaH II0 3aIUTE NPaB CyOBEKTOB MEPCOHATBHBIX JAHHBIX WM B CYIe0HOM IIOPSIIIKE;

4.1.5. Ha 3ammTy CBOWMX IIpaB M 3aKOHHBIX HHTEPECOB, B TOM YHCIE Ha BO3MeEIEHHE
YOBITKOB M (HITH) KOMIICHCALMIO MOPATLHOTO BPe/ia B CyAeGHOM HOpsIZIKE.

4.2. O6s3annoctr Oneparopa rpu c60pe IepcoHATbHBIX JaHHBIX.

4.2.1. Oneparop 06s3aH Ge3B03ME3THO MPEIOCTABHTH CyOBEKTy IepCOHAIBHBIX AaHHBIX
HJIK €0 3aKOHHOMY TIPE/CTABUTENIO BO3BMOXKHOCTh O3HAKOMIIEHHSI C IEPCOHATBHBIMY JaHHBIMH,
OTHOCAIIMMHUCS K COOTBETCTBYIOLIEMY CYyOBEKTY NMEPCOHAIBHBIX JaHHBIX, & TAK)KE BHECTH B HHX
HEOOXOJIMMBIE H3MEHEHHMS, YHUUTOXHUTD WIIH OJIOKHPOBATh COOTBETCTBYIOMIME MEPCOHATBHEIE
AQHHBIC 110 TIPEOCTABICHUH CYOBEKTOM TEPCOHANBHBIX JAHHBIX MM €0 3aKOHHLIM
IIPCCTABATEICM  CBEJICHUH, MOATBEPKIAIONINX, 4YTO IEpPCOHATBHBIE JAHHbIE, KOTOpbIE
OTHOCATCS K COOTBETCTBYIOIIEMY CYOBEKTYy M 0OpabOTKY KOTOPBIX OCYIIECTBIISET Oneparop,
SBJIAIOTCS HEMOJHBIMY, YCTAapeBIIMMHU, HEAOCTOBEPHBIMH, HE3aKOHHO TOMYYCHHBIMA HJIH HE
SBJIIOTCS. HEOOXOMMMBIMH JULsI 3asIBJIEHHOM LeTH 06paboTKHy.

4.2.2. O BHECEHHBIX H3MEHEHHSX H TIPEIITPUHSTHIX Mepax Omnepartop 00s3aH yBeJOMHUTS
CyOBeKTa MepCOHANbHBIX JaHHBIX HIIH €r0 3aKOHHOTO IPEJCTABUTENISI MU TPETBHX JIULI, KOTOPHIM
TIEPCOHANIBHBIE IAHHBIC 3TOTO CyOBEKTa ObUIH MEPEIaHEL.

4.2.3. B ciyyae BBISBIEHHSI HEMPABOMEPHBIX IEHCTBHi C IIEPCOHAJIBHBIMU JITAHHBIMHU
Omneparop B cpok, He NpeBBIIAIOMIEI TpeX pabounx JHeH ¢ JaThl TAKOro BBISIBJIEHUS, 00s13aH
YCTPaHUTh JOIyIIEHHbIE HAPy ILEHHUSI.

4.2.4. B ciyvae HEBO3MOXKHOCTH YCTPaHEHHs JOIYIEHHBIX Hapymenuii Onepatop B
CPOK, HE IPEBBIIAIOIIMHA Tpex pabourX JHEN ¢ JaThl BHISBICHUS HETIPaBOMEPHOCTH JIEUCTBUI C
IIEPCOHAIHBIMHU TAaHHBIMH, 00sI3aH YHUYTOXKUTE NIEPCOHATBHBIE TaHHBIE,

4.2.5. O6 ycTpaHeHMM NOITYIICHHBIX HAPYIICHHH HIIM 00 yHHYTOKEHHH IIEPCOHATBHBIX

JaHHBIX OnepaTop o00s13aH YBEAOMHUTH Cy6'E€KTa INEPCOHAIBHBIX JAHHBIX HJIM €ro 3aKOHHOI'O
IIpeacTaBUTEIIS.

4.2.6. B ciyyae oT3bIBa CYOBEKTOM MEPCOHANBHBIX NAHHBIX COTVIACHS Ha 06paboTKy
CBOMX TICPCOHAILHBIX JaHHBIX Onepartop o6s3aH IPeKpaTHTh OGpabOTKY IepCOHATbHBIX
AQHHBIX H YHHYTOKUTH IIEPCOHANBHbIC JaHHBIE B CPOK, HE IPEBBIMIAIONIMI Tpex pabounx aHeit ¢
AATBl MOCTYIICHHUS YKA3aHHOTO OT3hBIBA, €CIIM MHOE HE MPETYCMOTPEHO COIVIAIIEHHEM MEXKIy
OmnepaTopoM U cyOBEKTOM IIePCOHATBHBIX JAHHBIX.

4.2.77. O6 yHHYTOKEHHUH MEPCOHANBHBIX IaHHBIX Omneparop o6s13aH yBeIOMUTS CyOheKTa
IIEPCOHATBHBIX JaHHBIX.

4.3. IlpaBa Onepatopa Ha nepe/ady [epCOHATBHBIX JAHHEIX TPETHUM JTHIIAM.

4.3.1. Oneparop He BmpaBe 6e3 MHUCHMEHHOTO COTIACHS CyOBEeKTa IMepCOHAIBHBIX
J@HHBIX — M€pelaBaTh oOpabaTbiBaeMble TIEPCOHAIBHBIC JAHHBIE TPETBUM JIMLIAM, 32
MCKIIOUCHHUEM CITy4aeB, IPETyCMOTPEHHBIX 3aKOHOAATENBCTBOM Poccuiickoit deneparmu

4.3.2. Tlepemaua mepCOHANBHBIX JAHHEIX CYOBEKTA TPETBUM  JIHMIIAM  JOJDKHA
TPOU3BONUTCS. B COOTBETCTBHM C PeriaMeHToM mepenaydt MepCOHANBHBIX NAHHBIX TPETHUM
JIALIaM.

S. OTBETCTBEHHOCTD 32 pasrJiallenne MepCoOHATLHBIX AaHHbIX.

5.1. Onepatop, a TaKKe NODKHOCTHBIC JIIA, BUHOBHBIE B HAPYLICHHH TpPeGOBAHMIL
Genepanbaoro 3akona PO «O mepcoHambHBIX AaHHBIX» Ne 152-®3 ot 27.07.2006, wecyT
TPKIAHCKYIO, yrOJIOBHYIO, aIMHHUCTPATHBHY O, IUCUMIUIMHAPHYIO U HHYIO IIPELy CMOTPEHHYIO
3aKoHOJaTenbCTBOM Poccuiickoit deneparyiu OTBETCTBEHHOCTS.

5.2. OTBETCTBEHHOCTH 3a COOJIOJEHME TPEGOBAHMI 3aKOHOAATENHCTBA POCCHICKOlM
Genepanuu npu 06pabOTKe U MCIOJIB30BAHMM TIEPCOHANBHBIX JAHHBIX BO3IATACTCS B IIpHKaze
00 yrBepxknennu IlonoXeHHs W MHBIX TIPUKAa3aX Ha PYKOBOJUTENEH CTPYKTYPHBIX
NOZApa3sfeNeHuii M KOHKPETHBIX  JOJDKHOCTHEIX i Ormepartopa, 06pabaThiBArONUX
IIEPCOHAJIbHbIE JJAaHHEIE.



6. OcHOBHBIC NPHHUMIBI TOCTPOEHHS CHCTEMBI KOMILTEKCHOI 3ANHTHI
HHopManun

Iloctpoenue  cuctembl  obecredeHMs:  Ge30MACHOCTH MEPCOHAJIBHBIX  JaHHBIX
MH(DOPMAIHOHHEIX CHCTEM MEPCOHANBHEIX HaHHbIX OI'BY?3 «Menmuko-canurapras gyacts No2y u
HX GyHKIHOHHPOBAHKE JIOJKHBI OCYIIECTBISITHCS B COOTBETCTBHH CO CIIEYIOIUMH OCHOBHBIMHU
[IPUHLUTIAMH:

- 3aKOHHOCTb,

- CHCTEMHOCTb;

- KOMILUIEKCHOCTB;

- HEIPEPHIBHOCTE;

- CBOEBPEMEHHOCTE;

- MPEEMCTBEHHOCTh U HENPEPHIBHOCTH COBEPIIEHCTROBAHUSL,

- IIEPCOHAJIbHAsT OTBETCTBEHHOCTE,

= MHHHMH3AIUS [TIOJTHOMOYHIA;

- B3aUMOJICHCTBHE U COTPYTHHYECTBO;

- TMOKOCTh CHCTEMEI 3aII[UTHI;

= OTKPBITOCTH QJITOPUTMOB M MEXaHHU3MOB 3aIlIUTHI;

= IIPOCTOTA IIPUMEHEHHUSI CPEJICTB 3AILUTEI;

- Hay4Has OOOCHOBAHHOCTb M TEXHUYECKAS PEaH3yeMOCTb;

- CIIeHAIM3alHs U IPO(eCCHOHATN3M;

- 0043aTeIBHOCT KOHTPOJIS.

6.1 3akoHHOCTH

IIpennonaraer ocymecTsnenne 3amMTHEIX MeponpusTHil U pa3paboOTKy CHCTEMBI
3aIUTEL TIepconanbublX MauuelX (C3[1[An) OI'BY3 «Meduxo-canumapnas uacme Nedy B
COOTBETCTBUHM € JICHCTBYIOIINM 3aKOHOIATEIHCTBOM B OGJIACTH 3aIUTHI EPCOHAIBHBIX JTAHHEIX
¥ JpyruX HOPMATHBHBIX aKTOB IO 0E30NMaCHOCTH HH()OPMAIMH, yTBEPXKIEHHBIX OpraHaMu
TOCYIapCTBEHHOMU BJIACTH M YIIPABJICHUS B IPEJIEsIaX UX KOMIIETCHIHH,

IHosb3oBareny u obcmykuBarOImii IEPCOHANT HHOPMALMOHHBIX CHCTEM IIEPCOHATbHBIX
nauupIX OI'BY3 «Meouko-canumapnas uacmo Ne2» JOIDKHBI GBITH OCBEIOMIIEHBI O HIOpPsIIKE
paboTsI ¢ 3amumaemoii HHOpMAaIHMeH 1 06 OTBETCTBEHHOCTH 32 3aIIHTE IT1H.

6.2 CucremHoOCTH

Cucremuriii moxxox k mocrpoenmio C3II[Ia OI'BY3 «Meouko-canumapnas wacmeo
Ne2ympennonaraer y4er BceX B3aMMOCBSI3aHHBIX, B3aUMOJIEHCTBYIONINX W H3MEHSIOIMIUXCS BO
BPEMCHHU 5JIEMEHTOB, YCIOBHA M (DaKTOPOB, CYMIECTBEHHO 3HAYUMBIX JUIS MOHUMAHHS M
pemenus npobiiembr obecredenus Gesomacnoctu UCII[n OI'BY3 «Meouxo-canumapnas
yacmo No2y.

Ilpn cosmanmm cucTeMbl 3alUTBHI MOJKHBI yYUTHIBATBCS Bee clHabble W HAuGomee
YA3BUMBIC MECTa CHCTEMBI 00PabOTKH MEPCOHANBHEIX JJAHHBIX, @ TAKXKE XapakTep, BO3MOYKHBIE
OOBEKTBl W HANpABICHWs AaTak HAa CHCTEMY CO CTOPOHBI HapymHuTenei (0cobeHHO
BBICOKOKBAJIN()MIMPOBAHHBIX 3JI0YMBIIUIEHHUKOB), IMyTH HTPOHHKHOBEHHUS B pacnpe/iesieHHbIe
cucremel 1 HCJ[ x nupopmanuu. CucreMa 3aiiThl JOJDKHA CTPOMTBCS C YY4ETOM HE TOIBKO
BCCX M3BCCTHBIX KaHayloB mpoHuKHOBeHUs: 1 HCJI k mHpOpManim, HO U ¢ y4eTOM BO3MOKHOCTH
TOSBJICHWSI IPUHIUITHAIBHO HOBBIX IyTeH peasu3aliiu yrpo3 6€30IacHOCTH.

6.3 KommiekcHocTh

KommiekcHoe — mcmonp3oBaHue  METOOB M CPEACTB  3AIMTHI [pearoiaraeT
COTJIaCOBAHHOE IPHUMEHEHHE DPAa3HOPOIHBIX CPEACTB IPU IOCTPOEHHH IEIOCTHOM CHCTEMBI
3AIIATEL, TEPEKPBIBAIOMIEH BCE CYIIECTBEHHbIE (3HAYMMEIE) KaHAIbl PEANM3AMH YIPO3 U HE
cozepiKamiei ciabbIx MECT Ha CTHIKAX OTAEIBHBIX €€ KOMIIOHEHTOB.

3amuTa JIOJUKHA CTPOMTBCS —OSUIENOHMpPOBaHO. JUIS KaKAOro KaHaja YTEUKH
MHQOPMALMK W JUIA K&KHOM yrpo3sl Ge30MacHOCTH MOIDKHO CYIIECTBOBATH HECKOIEKO
3allMTHBIX pybesxeil. Cosnanne 3aUUTHBIX PyGexXed OCYIIECTBISETCS C yY4eTOM TOro, 4ToGhI
AV MX TIPEOJOJICHHS MOTEHIMATBHOMY 3JI0YMBIIIIEHHUKY TpeGOBaIUCh MPOhecCHOHATbHBIE
HABBIKH B HECKOJILKMX HEB3aUMOCBSI3aHHBIX 00JIaCTsIX.



Bruemmsas  sammra  gomkHa  obecmedmBaThes (usmueckumu  cpencreamu,
OPraHU3alMOHHBEIME M IPaBOBBIMH Mepamu. OIHUM M3 Hambonee YKpEIUIEHHBIX pyGexeit
IPU3BaHBI OBITH CPENCTBA KPHNTOrpaQUvecKOi 3aIUTEI, Peald30BAHHBIE C MCIIONB30BAHHEM
TexnHonorun VPN. Tlpuknanso#i ypoBeHb 3amUThl, YUHTHIBAIOIMH 0COGEHHOCTH IIpeIMETHOM
00J1acTH, TIpe/ICTABISIET BHY TPEHHU PyOEK 3aIuThL.

6.4 HempephIBHOCTH 3alUTHI IEPCOHANBHEIX IAHHBIX

3amyra nepcoHaNbHEIX JaHHBIX — HE Pa30BOe MEPOIIPUSATHE U HE IIPOCTAst COBOKYITHOCTh
NPOBEACHHBIX ~ MEPONPHATHI W  YCTAHOBJICHHBIX CPEICTB 3alIUTHL, a HEIIPEPBIBHBIN
LC/ICHANPABICHHBIH MPOLECC, MPEANOIAralONINii MPUHITHE COOTBETCTBYIOMUX MEp Ha Bcex
dTalax XM3HEHHOIO LUK/ MH(YOPMAITMOHHOM CHCTEMBI IEPCOHAIBHBIX JAHHEIX.

MHpopManioRHbIe  CHCTEMBI MEPCOHANBHBIX  NAHHBIX  JIOJDKHBL HaXOIUTBhCS B
SAllAIICHHOM ~ COCTOSIHAM HA TIPOTSDKCHHH BCETO BPEMEHH HX (YHKIMOHHMpOBAaHHs. B
COOTBETCTBHM C STHM IPUHIMIIOM JOJDKHBI HPHHHMATBCS MEPHI 110 HEJIOMYIIEHHIO IIepexo/a
HH(pOPMAIIMOHHEIX CHCTEM NEPCOHANBHBIX JAHHBIX B HE3AMUIEHHOE COCTOSHEE.

BonbuvHCTBY (Qu3MYeCKHX W TEXHHUYECKHX CPEACTB 3amTUThl IS 3¢ beKTHBHOrO
BBITNIOJIHEHHST CBOMX (YHKIMH HEOOXOJMMa IOCTOSHHAS TEXHHYECKas U OpraHu3aIlHOHHAas
(aAMMHUCTpAaTHBHAS) NOINEPKKA (CBOGBPEMEHHAs CMEHA H OGecledeHHe IIPaBUIIBHOTO
XpaHCHUA M NPHMCHCHHS HMMEH, Iapoyied, Kiouel muppoBaHus, TepeonpeieseHre
MOJTHOMOYMH ¥ T.L). IlepepeiBbI B paGoTe CPEACTB 3aMTHI MOTYT GBITH HCIOJIB30BAHEI
SIOYMBIIIICHHUKAMH JUIS aHATM3a PUMEHIEMbIX METOJIOB U CPEJICTB 3AlUTHI, IS BHEAPEHHS
CICUMATLHBIX  MPOrpaMMHBIX M aNNapaTHBIX "3aKJIagoK" M APYTHX CPEICTB IPEOOJIeHHS
CHUCTEMBI 3AIUTHI IIOCJIC BOCCTAHOBJICHUS €€ (hyHKIIHOHUPOBAHHUSL.

6.5 CBOEBpEMEHHOCTH

Ipennonaraer  ynpexnarommii  xapaktep Mep — oGecHedeHHs — 6e30NaCHOCTH
TICPCOHATEHBIX TAaHHBIX, TO €CTh IIOCTAHOBKY 3a/1a4 110 KOMILIEKCHON 3amuTe HHOPMAIHOHHBIX
CHCTEM TNICPCOHATBHBIX JAHHBIX M PEAIM3aLMIO Mep 00ecTIeYeH st Ge30acHOCTH MEePCOHATBHEIX
AQHHBIX Ha PaHHUX CTaJMSIX Pa3pabOTKu MH(OPMAIMOHHBEIX CHCTEM MEPCOHAIBHBIX JAHHBIX B
LEJIOM U €€ CUCTEMBI 3aIUThl HHYOPMAIIMH, B YJACTHOCTH.

PaspaGoTka cHCTEeMBI 3aIUTBI [OJDKHA BECTHCh MAPALIENBHO C pa3paboTkoit u
Pa3sBUTHEM CaMOH 3alMINAEMON CHCTEMBI. DTO MO3BOJIMT YYeCTh TPeOOBAHHS GE30MaCHOCTH npu
[IPOCKTHPOBAHUN apXUTEKTYPhl H, B KOHEYHOM CYETE, CO3JaTh Oosiee 3hdeKkTuBHBIE (KaK 1o
3aTparaMm pecypcoB, TaK U I10 CTOHKOCTH) 3allUIICHHBIE CHCTEMBI.

6.6 IIpeeMCTBEHHOCTb M COBEPIIEHCTBOBAHHE

IIpennonaraior mocTosHHOE COBEPIICHCTBOBAHME MEp M CPEICTB 3AIIUTHI uHpOpMAaIUH
Ha OCHOBE NMPECMCTBEHHOCTH OPTaHM3ALUOHHBIX M TEXHHYECKHMX PEIICHHUH, KaIpOBOTO COCTABA,
aHanu3a QyHKIMOHMPOBAHHS HH(OPMAIMOHHBIX CHCTEM IIEPCOHAIBHBIX MAHHBIX H HX CHCTEMEI
3AIIMTRI C yIETOM M3MEHCHUH B METONAX W CPEJCTBAX NepexBaTa HHPOPMAIMH, HOPMATHBHBIX
TpeGOBAHUH 10 3aIUTE, IOCTHIHYTOrO OTEYECTBEHHOTO H 3apyGesKHOro OMBITa B 5TOM 06/1aCTH.

6.7 TlepcoHanbHast OTBETCTBEHHOCTb

IIpeanonaraer  BO3JIOXEHHE OTBETCTBEHHOCTH 3a  OOeCIEdYeHHE 6e30MacHOCTH
MEPCOHATIBHBIX NAHHBIX M CHCTEMbI MX 00pabOTKM Ha KaXIOrO COTPYIHHKA B IIpelesiax ero
NOJIHOMOYMH. B COOTBETCTBUM C 5THM NpPHHIMIOM DAcCIpeseeHHe NpaB M O6S3aHHOCTE
COTPYAHUKOB CTPOHTCS TaKuM 00pasom, 9ToObI B ciIydae JIF0G0ro HapyIIeHUs KPYT BUHOBHUKOB
OBLI YETKO M3BECTEH HIIM CBEJIEH K MEHUMYMY.

6.8  IIpuHIMI MHUHUMM3ALUK [TOTHOMOYHIA

OsHavaer mpeNoCTaBNEHME  IIOJB30BATEISIM  MHHHMAIBHEIX  IIpaB JocTyna B
COOTBETCTBUH C IPOU3BOJCTBEHHOW HEOOXOAMMOCTBIO, Ha OCHOBE INPHUHIMIA «BCE, YTO HE
paspeleHo, 3ampemnieHo.

JocTyn K HmepcoHaNbHBIM JJAHHBIM TOJDKEH MPEJOCTaBISTECS TOMBKO B TOM cilydae u
o0BeMe, ecim 3T0 HEOOXOAUMO COTPYIHHKY JULSl BBIIONHEHHUS €ro JODKHOCTHBIX 00S3aHHOCTE}.

6.9 BsaumozeiicTBHE ¥ COTPYIHUYECTBO

Ipenronaraer cosnanue GraronpusitHOM atMochepsl B KOIEKTHBAX IOXpPA3IETCHH,
obecreunBaONuX JEATeNFHOCTs HHMOPMAIMOHHBIX CHCTEM MEPCOHANBHBIX AaHHbX OI'BY3
«Meouxo-canumapnasn wacmo Ne2y, JUsi CHUKEHUSI BEPOSATHOCTH BO3HUKHOBEHMS HEraTHBHbIX
JEHCTBUHN CBS3aHHBIX C YENIOBEYECKUM (HAKTOPOM.



B rakoif 00GCTaHOBKE COTPYIHMKH JOJKHEI OCO3HAHHO COGIIONATH YCTaHOBJICHHEBIE
IpaBUIa ¥ OKa3bIBaTh COJACHCTBHE B JEATEIBLHOCTH IOAPA3JEIIEHHH TEeXHHYECKOH 3alTuTHI
UH(pOpMAIKH,

6.10 T'HOKOCTH CHCTEMBI 3aIUTHI TIEPCOHATBHBIX JAHHBIX

IIpunsTEIE MEPBI M yCTAHOBIIEHHBIE CPEICTBA 3AIIUTHL, OCOOEHHO B HAYAIBHLIH IIEPHOJT
MX OKCIUTyaTallud, MOTYT OO€CIEYMBATh KaK YPe3MEPHBIM, TaK M HEIOCTATOYHDIH YPOBEHBb
3amuTel. st oGecriedenns BO3MOXKHOCTH BaphbUPOBAHMS YPOBHEM 3alMIIEHHOCTH, CpPeJICTBA
3aIMTBI JIOJDKHBI 00/1a/1aTh OIpeieeHHON THOKOCThI0. OCOGEHHO BAKHBIM 5TO CBOMCTBO
ABJIACTCS B TEX CIy4asX, KOIJla yCTAHOBKY CpPEJCTB 3alIUThI HEOOXOAMMO OCYIIECTBISATH Ha
paboTarontyio cucTeMy, He HapylIas Ipolecca ee HoPMAILHOTO GyHKIMOHUpOBaHWSI.

6.11 OTKpBITOCTH AITOPUTMOB H MEXAHH3MOB 3aI[HThI

CyTb mpHHIMIA OTKPBITOCTH AITOPUTMOB ¥ MEXAHHU3MOB 3alllUTHI COCTOUT B TOM, 4YTO
3allliTa He JI0JDKHA 00ECIIeYnBATECS TOTBKO 3a CYET CEKPETHOCTH CTPYKTYDPHOM OpraHu3aliy U
arOpUTMOB ()Y HKIIMOHMPOBAHHS €€ IIOACKCTEM. 3HAHHE ArOPHTMOB paboTBI CHCTEMbI 3AIUTEI
HE JIOJDKHO J1aBaTh BO3MOXXHOCTH €€ IPeoosieHus (naxe aBTopam). OHAKO, 3TO HE 03HAYAET,
9TO HH(OPMAIKSI O KOHKPETHOM CHCTEME 3aIUThI 0JDKHA OBITH obmenocryHa.

6.12 TIpocrora mpEMeHEHUs CPEICTB 3aIUTEI

MexaHu3Mbl 3a1UTHI JOIKHEI GBITH MHTYHTHBHO TIOHSTHBI H IIPOCTHI B HCIIONb30BAHMH.
IIpuMeHenne cpeaicTB 3alUThl He JOJDKHO OBITh CBA3aHO CO 3HAHHEM CIIEIMATBHBIX S3HIKOB HIIH
C BBINOJIHCHHEM JEHCTBHH, TPEOYIOMMX 3HAYMTENBHBIX JOMOJHHUTEIBHBIX TPY03aTpaT IpPU
OOBIYHON paboTe 3aperHCTPHPOBAHHBIX YCTAHOBIEHHBIM MOPSIKOM II0JB30BATENEH, a TAKKe He
JIOJDKHO TpeOOoBaTh OT IIOJB30BATEIsS BHIIOJHEHUsS PyTHHHBIX MAIOMOHSATHBIX eMy Oomnepanui
(BBOJI HECKOJIBKHX [ApOJIEH U MMEH M T.J1.).

JoibKHa 1oCTUraThCs aBTOMATH3ALKs MaKCHMABHOTO YHC/IA AEHCTBUM MOJTb30BaTE el
U aJIMUHECTPATOPOB MH(YOPMALMOHHOM CHCTEMbI IIEPCOHATBHBIX TaHHBIX.

6.13 Hayunas 060CHOBaHHOCTb ¥ TEXHHYECKAs PEATU3YEMOCTb

Mudopmanronnble TeXHOIOTHH, TeXHHYECKHE W MPOTPAMMHBIE CPEACTBA, cpencTBa U
MEpBI 3alUTEl HHPOPMALMK JIOJDKHBI OBITh PEaTH30BaHbl HA COBPEMEHHOM YPOBHE Pa3BHTHS
HayKd ¥ TEXHWKH, HAYYHO OOOCHOBAHBI C TOYKM 3PEHHMs JOCTH)KECHHUs 3aJaHHOTO YPOBHS
GesomacHOCTH MHGOPMAIMK U JOJDKHBI COOTBETCTBOBATH YCTAHOBJIEHHBIM HOpMam H
TpeOOBaHUSM 110 6E30MACHOCTH TIEPCOHATBHBIX JAHHBIX.

CucreMa 3alyTEl NEPCOHATBHBIX JAHHBIX JIO0JDKHA GBITh OPHEHTHPOBAHA HA PEIICHHS,
BO3MOXXHBIE PHUCKH JUIi KOTOPBIX W MEPhl HPOTHBONEHCTBUS OTHM pPHUCKaM IIPOILUIH
BCECTOPOHHIOIO TEOPETHIECKYIO M IIPAKTUIECKYIO IPOBEPKY.

6.14 Creunanusanus u npodeccuOHaTU3M

Ilpennonaraer mnpuenevenme K paspaGoTKe CPEACTB M peaTH3allMM Mep 3allUThl
MH(OPMAaIMK CIIeIMaTH3UPOBAHHBIX OPraHU3alui, HauboJIee TOATOTOBIECHHBIX K KOHKPETHOMY
BHJy NIESITEIbHOCTH 110 00ECTIeUeHUIO 0€30MacCHOCTH MEPCOHATBHBIX TAHHEBIX, HMEIOMUX OIBIT
NPaKTHYECKOH PabOTHl U TOCYNAPCTBEHHYIO JIMIEH3MIO HA [PABO OKA3aHHs YCIyr B STOM
obsactu. Peanusanus agMHHMCTPATHBHBIX MEp W OIKCIUTyaTallds CPEICTB 3ALIATHI JOJDKHA
OCYIIECTBIISTECS MPO(ECCHOHAIPHO MOATOTOBJIEHHBIME crenuamuctamu OI'BY3  «Meduxo-
canumapnas 4acme No2y.

6.15 OO6s3aTenbHOCTh KOHTPOJIS

IIpeanonaraer 06543aTeLHOCTh U CBOEBPEMEHHOCTh BBISBIEHHS M NPECEUCHHUS TIOBITOK
HapyIIeHHs yCTaHOBJIEHHBIX IpaBUl obecredeHust 6e30IacHOCTH MEPCOHAIBHBIX JAHHBIX HA
OCHOBE HCIOJIb3YyeMBIX CHCTEM W CPEJCTB 3alIUThl MHOOPMAILMH IPH COBEPIIECHCTBOBAHUH
KPUTEPUEB ¥ METOJOB OLEHKH 3(Q(PEKTHBHOCTH STUX CHCTEM M CPEJICTB.

KoHTposb 3a neaTenbHOCTBIO JIIOO0TO MOJB30BATENS, KAXKIOTO CPEICTBA 3aIUTHl U B
OTHOIICHUH JIFOOOr0 OOBEKTAa 3alUTHl JODKEH OCYIIECTBISTECS HA OCHOBE IIPHMEHEHHS
CPEIICTB  ONEPATHBHOIO  KOHTPOJS M  pErucTpallid ¥ JOJDKEH  OXBAThIBATh  Kak
HECaHKIIMOHUPOBAHHEIE, TAK ¥ CAHKLIMOHUPOBAHHBIC JICHCTBHS I1OJIH30BATENIEH.



7. Mepsl, MeToabI M cpeacTBa o6ecnedenus: TpeGyeMoro ypoBHs 3alHINEHHOCTH

OGecrieuenne TpeGyeMOro ypoOBHS —3aIIMINEHHOCTH JOIDKHOCTH JOCTHIATECS C
UCIIOJIb30BAHUEM ~ MEp, METOJI0OB M  CpPEACTB Oe30macHOCTH. Bce Mephl obecriedenus
GesomacHOCTH HHPOPMAMOHHBIX CHCTEM MEPCOHANBHBIX TAHHBIX TIOPA3JIeNIIOTCS Ha:

- 3aKOHO/IaTeJIbHBIE (IIPABOBEIE);

- MOPaJIbHO-3THYECKHE;

- OpraHU3alMOHHEIE (aIMHHHCTPATHBHEIE);

- pusnueckue;

TEXHUYECKHE (anmapaTHble U IPOrPaMMHEIE).

Ilepeyenr BBIOpaHHBIX Mep oOOecHeueHns] Oe30NacHOCTH orpaxaercs B Ilmane
MEPOIPHATHIA 110 00ECTICUESHHIO 3AIIUTHI IIEPCOHATBHBIX TaHHBIX.

7.1 3axoHonatenbHbIE (IPABOBBIE) MEPHI 3AIIUTEL

K npaBoBbIM Mepam 3ammTEI OTHOCSTCS NEHCTBYIONME B CTpaHEe 3aKOHEI, yKa3bl |
HOPMATHBHBIC aKTBI, PErIaMEHTHPYIOLIHE NpaBuiia OOPAIIEHHs C IEePCOHAIBHBIMH JaHHBIMH,
3aKpCIUISIOMKE MpaBa i O0SI3aHHOCTH y4aCTHHKOB HH(OPMALMOHHBIX OTHONIEHHH B IpoLecce
ee 00paboTKM M MCIIONB30BAHMUS, & TAKKE yCTAHABIIMBAIOIINE OTBETCTBEHHOCTD 3a HapyIICHHUSI
STHX TpPaBWJI, TPENATCTBYsS TE€M CaMBIM HENPABOMEPHOMY HCIIOJIb30BAHHUIO IIE€PCOHATBHBIX
AQHHBIX W SIBIIAIOMMECS CACPIKUBAIONIMM (HaKTOPOM JIJIsl MOTEHIHAIBHBIX HAapyIIHTEeH.

[IpaBoBble MepEI 3aIUTBI HOCSAT B OCHOBHOM yIpPEX/IAIONIHI, IPOpHIAKTHIECKHiA
XapakTep ¥ TpPeOYIOT IIOCTOSHHOM pa3bsCHUTENBHOM paboThl ¢ [OJB30BATENSMH |
00CITy)KMBAIOIIUM IIEPCOHAIOM CHCTEMBI.

7.2 MopanbHO-3THYECKHE MEPHI 3aIUTHI

K MopasnbHO-5THYECKMM MepaM OTHOCSTCST HOPMBI TIOBEICHHS, KOTOPHIE TPa/HIIMOHHO
CJIOXKHMIIMCh WK CKIIAJBIBAIOTCS 110 Mepe pacrpocTtpanenuss OBM B crpane uiam obmmectse. DTu
HOPMBI OOJIbINEH YacThIO He SIBISIOTCS O0A3aTeTbHBIME, KaK 3aKOHOATENIhHO YTBEPXKJCHHBIE
HOPMATHBHBIC AaKTbl, OJHAKO, MX HECOONIOJEHHE BEJET OOBIYHO K IIAJEHHUIO aBTOPHTETA,
NPECTIKa Y€I0BEKa, TPYIIIBI JIMI WK OpraHu3anuy. MopajlbHO-3THYECKHE HOPMBI OBIBAIOT KaK
HEIHCaHble (HarmpuMep, OOIENpH3HAHHBIE HOPMBI YECTHOCTH, MATPHOTH3MA M T.I1.), TaK |
THCAHBIE, TO €CTh OPOPMIIEHHBIE B HEKOTOPBIH CBOA (YCTaB) MPABHJI MM TPEAIHCAHMUIA.

MopanbHo-3THYeCKHEe MepBl 3aIMUTHl  SBJIAIOTCS NPOGUIAKTHIECKUMA U TpebyroT
IOCTOSIHHOW  paboTEl IO CO3J@HMIO 3J0POBOrO MOPAIBHOTO KJMMaTta B KOJUIEKTHBAX
nozpassienieHnii. MopalbHO-3THYECKHE MEpBI 3alUTHl CHHXKAIOT BEPOSTHOCTh BO3HHKHOBEHHS
HETaTHBHEIX JICHCTBUI CBA3aHHEIX C YEJIOBEYECKHM (HaKTOpOM.

7.3 OpraHu3anEOHHBIE (aAMHUHUCTPATHBHBIE) MEPHI 3AILHTHI

Opranusanuonnble (aIMMHICTPATHBHBIC) MEPHI 3aIIUTHI - 9TO MEPhI OPraHU3AIHMOHHOTO
XapakTepa, pPErIaMeHTHPYIOIIHE MPOLECCH (PYyHKIMOHUPOBAHUS HH(POPMAHMOHHBIX CHCTEM
TICpCOHANBHBIX NAHHBIX, HCIIONB30BAHME PECYPCOB MH()OPMAHOHHBIX CHCTEM NEPCOHAIBHBIX
AQHHBIX, JEATETPHOCTh OOCIY)KMBAIOIIEr0 IIEPCOHANA, a TakXke IOPSNOK B3aMMOIEHCTBUS
[0J1b30BATENCH ¢ MHOPMAIMOHHBIMA CHCTEMAMH NEPCOHAIBHBIX JAHHBIX TAKHM 06pa3oM,
4TOOBI B HaHOOJIBIICH CTENEHU 3aTPYIHHTH MM MCKIFOYHTH BO3MOMKHOCTE peanu3anuu yrpos
0€30I1aCHOCTH MM CHU3HTB pa3Mep TOTeph B CITydae HX PealH3alin.

I'maBHas wemb  aJMMHHCTDATHBHBIX — Mep, NpPEIIPUHAMAEMBIX HA  BBICIIEM
YIPABICHYECKOM YPOBHE — C(HOPMHPOBATH TOJUTHKY HMH(DOPMAHOHHON 6e30MacHOCTH
IICPCOHATLHEIX JIAHHBIX (OTPAXKAIOUIYIO MOAXOMBI K 3aliuTe WHGOPMAIMH) B OOECIeYnTsh ee
BBITIOJTHEHHE, BBIJEIISISL HEOOXOMMMBIE PECYPCHI K KOHTPOJIUPYS COCTOSHHE el

Peamusanust nonmutukm MHQOPMAIMOHHON 6G€30MACHOCTH NEPCOHATBHBIX JAHHBIX B
MH(POPMAITMOHHEIX CHCTEMAX IEPCOHATBHBIX JAHHBIX COCTOST M3 MEp aIMHHHUCTPATHBHOIO
YPOBHS1 U OpPraHM3allMOHHBIX (IPOLETYPHBIX) MEp 3aIlUThl HH(OPMAIIHH.



K anmuHuCTPaTHBHOMY YpOBHIO OTHOCSTCS pelIeHHS PYKOBOJICTBA, 3aTparuBarolye
ACATEIILHOCTD PACCMATPUBAEMBIX B IEJIOM. DTH PEIIEHUs 3aKPEIULIOTCS B JIOKAIBHBIX aKTax
OI'BY3 «Meouko-canumapnas yacmo No2y. IIpumepoM TakuX pereHuit MOryT GBITE:

- IPUHATHE PEIICHAS O (OPMHPOBAHHMH MM MEPECMOTPE KOMILIEKCHOM IIPOTPaMMEI
obecrieyenust Ge30IACHOCTH MEPCOHATBHBIX JAHHBIX, OIIpe/IeJIeHHe OTBETCTBEHHBIX 3a ee
pean3aIfuio;

- GopmynupoBaHme  mened, IOCTAHOBKAa  3ajad,  ONpeseTeHHe HaIpaBJIeHUN
AEATENBHOCTH B 00/1aCTH 6€30I1aCHOCTH MEPCOHATBHBIX JAHHBIX;

- IIPHHSATHE PEMICHUH IO BOIPOCAM peau3allMi MPOrpaMMbl Ge30MacHOCTH, KOTOpEIE
paceMaTpuBaioTes Ha ypoBae OI'BY3 « Meouxo-canumapnas wacme Ne2» B uenom;

- obecnieyenne HOPMaTHBHOI (IIPaBoBoit) Ga3kl BOPOCOB G€30MACHOCTH H .11,

Iomnrika BepXHEro ypoBHS JOJDKHA YETKO OYEPTHTH chepy BIHMSIHHS U OrpaHUYCHHS
Y ONpEACNICHAN UeNell Oe30NacCHOCTH MEPCOHATBHBIX JAHHBIX, OINPEACINTh KAKHMH
pecypcamMu  (MaTepuaibHble, NEPCOHAN) OHH OyIyT JOCTHTHYTHI M HAHTH pa3yMHBI#
KOMIIpOMHCC ~ MEXIy IPHEMJIEMBIM YPOBHEM 0€30NaCHOCTH M (hyHKI[MOHATHHOCTHIO
HUHPOPMAIHOHHEBIX CHCTEM.

Ha oprannsanuorroM ypoBHe OnpenensroTes npouesyps! u IIpaBUJjIa JOCTHXKCHUS Ieeh
M PCIICHAs 33/1a4 NOJIUTHKH HH(POPMAIMOHHOM GE30MacHOCTH TepCOHANBHBIX AAHHBIX, JTH
IIPaBUJIA OTIPEIETISIOT:

- KakOBbl PONM M OO53aHHOCTH JIOJDKHOCTHBIX JIAI, OTBEYAIONIME 33 IPOBEICHHE
TOJIUTHKH GE30I1aCHOCTH MEPCOHAIBHBIX JJAHHBIX, @ TAK K€ HX YCTAHOBHTH OTBETCTBEHHOCTB;

- KTO HMEET IIpaBa JI0CTyIa K IePCOHATBHBIM JaHHBIM;

- KaKHM{ MEPaMH ¥ CPe/ICTBAMH 00ECIIEYMBACTCS 3aIHTA IEPCOHATEHBIX JAHHbIX,

- KaKUMH  M€paMHM M CPEACTBAMH OOECHEYMBACTCS KOHTPOJIb 3a COOJIOJEHHEM
BBEJICHHOT'O peXUMa Ge3011acHOCTH.

OpraHu3anuoHHbIE MEPHI I0JKHBL:

- IPeyCMaTpuBaTh  PErJaMeHT HHGOPMAIMOHHBIX  OTHOMIEHHH, HCKIFOYAFOIIHX
BO3MOXXHOCTh HECAHKIIHOHHPOBAHHBIX JIE€HCTBHI B OTHONIEHUH 0GBEKTOB 3AIIATHL;

- ONPENCNIATE KOAIMIMOHHBIC H HePapXMIECKUE MPHHIMIBI X METOIBI Pa3TPAHHICHHS
JOCTYTIa K IePCOHAIBHBIM JJaHHBIM;

- ONpPENENATh HOPSAAOK paboThl C MPOrPaMMHO-MATEMATHUYECKUMH M TEXHUIECKHME
(amnapaTHble) CPEICTBAMH 3AIUTh K KPUIITO3AITHTH H APYTHX 3aITHTHBIX MEXaHHU3MOB;

- OpraHu3oBath Mepel mpotuBozedcTBus HCJ[ momp3oBaTeqssMu Ha  Hramax
ayTeHTH(HUKAIMK, aBTOPH3ALUU, WICHTH(DUKAIMH, O00ECTIEIMBAIONIIX rapaHTUH peasTu3aliu
IIpaB ¥ OTBETCTBEHHOCTH CyObEKTOB HH()OPMAIIMOHHBIX OTHOIIECHHIA.

B opranusanuoHHbIe MEPBI TOKHBI COCTOSTE U3:

- OTpaHMYCHHUE JI0CTYNA B INIOMELICHHUS, TJI€ PACHOIOKEHB HHPOPMAIMOHHBIE CHCTEMBI
IIEPCOHANIBHBIX TAHHBIX M UX OTAEJBHEIE DJIEMEHTEL;

- TIOpAZIOK  JIoyCKa COTPYJHMKOB K HCIOJB30BAHMIO PECYPCOB MH(DOPMAIIHOHHBIX
CHCTEM IepCOHANBHBIX NaHHBIX OI'BY3 « Meouxo-canumapnas yacme Ne2y;

- PEIJIAMCHTA  TIPOLECCOB BEICHMS 0a3 MaHHBIX M OCYIIECTBIEHHS MOIH(DUKALHH
MH()OPMAITHOHHBIX PECYPCOB;

- PeriamMenTa npoueccoB 00CIy)KUBAHUS M OCYILECTBIEHHS MOIH(BUKALAI anmnapaTHbIX
1 MPOTPAMMHBIX PECYPCOB HHPOPMAIIMOHHBIX CHCTEM NEPCOHATBHBIX IaHHbIX;

- MHCTPYKIMH MONb30BATeNe MHPOPMAIMOHHEIX CHCTEM HEPCOHATBHBIX JAHHBIX
(anmMuHHCTpaTOPA, aMUHUCTPATOPa GE30IACHOCTH, oreparopa);

7.4  ®uspyeckue Mephl 3aIIUTHI

®u3HyecKre Mephl 3allUThl OCHOBAHBI HA IIPUMECHEHHH Pa3HOTO poJia MEXaHUYECKHX,
SJIEKTpO-  MJIM  SJIEKTPOHHO-MEXaHHYECKHX  YCTPOHCTB M COOPYKCHHH, CHEMMATHHO
[IPENHA3HAICHHBIX  JUIL  CO3JAHUS  (M3MUYECKUX TPEMATCTBHA HAa BO3MOMHBIX Iy TSX
IIPOHMKHOBCHUA M JOCTylla IOTEHIMAJIbHBIX HApyIIUTENeH K KOMIIOHEHTAM CHCTEMBI W



3aluIaeMoil HHpOpPMAIyK, a TakKe TEXHHYECKUX CPEJICTB BU3YalTbHOTO HAGIIOIEHNS, CBS3H 1
OXPaHHOM CHUTHAIH3AIHH.

Qu3pyeckas 3amMTa 3MAHMH, MOMELICHHH, OOBEKTOB M CPEJICTB HHbOpMATH3AIMH
AOJDKHA OCYIIECTBIIATECS ITyTEM YCTaHOBJIEHHS COOTBETCTBYIOIIUX IIOCTOB OXPAHBI, C TIOMOMIHIO
TEXHIIECKUX CPE/ICTB OXPaHBI MIIM JIFOOBIMH JIPYTUMH CIOCOOAMH, IPEIOTBPAMIAIONAMH WK
CYIECTBCHHO 3aTPy/HAIOMMUMH IPOHHUKHOBEHUE B 3JIaHHE, HOMEIICHHs MOCTOPOHHHX JIHII,
XUIIEHHE MHPOPMALMOHHBIX HOCHTENEH, CaMUX CPENCTB HH(OPMATH3ALUH, HCKIIOYAIOIAMHA
HaXOX/ICHUE BHYTPH KOHTPOJIMPYEMOH (OXpaHsSeMO) 30HBI TEXHHIECKUX CPEICTB PA3BEIKH.

7.5 AnmapaTHo-mporpaMMHbIE cpeacTBa 3amuTh [1/]H

Texunueckue (ammapaTHO-IIPOrpaMMHEIE) MEpHI 3aIUTHl OCHOBAHBI HA MCIIOJIb30BAHHH
Pa3IMYHBIX SJICKTPOHHBIX yCTPOHCTB U CIELHABHBIX IPOTPaMM, BXOAsmKX B coctaB MCIT/(u u
BBIIIOJTHAIOMIMX (CAMOCTOSTENFHO MM B KOMILIEKCE C APYTHMHU CPEICTBAM) (BYHKIMH 3aITHThI
(upeHTHUKAIMIO U ayTeHTU(UKAIMIO TIONB30BATEIEH, pasrpaHUYeHUe IOCTyIa K pecypcam,
PETUCTPANHIO COOBITHH, KpUTITOrpadhuIecKoe 3aKpbITHE HH(BOPMALIHH U T.I.).

C yderom Bcex TpeGOBaHHiT M MPUHIHUIIOB 06eCIeYeHns GE30MaCHOCTH IIEPCOHAIIBHBIX
JIAHHBIX U MH(OPMAIMOHHBIX CHCTEMax 0 BCEM HANPABJICHHSM 3alIUTHl B COCTAB CHCTEMEI
3aIIUTEI ZOJDKHBI OBITH BKIIFOUEHbI CJIEIYOIIME CPEICTRA;

- cpeactBa  uIAeHTHQUKAaUMKM (ONO3HABAHHS) M ayTeHTH(hHUKALIUH (monTBepxKIeHMs
TIOJUTMHHOCTH) M0JIb30BaTe el HHYOPMALHOHHBIX CHCTEM MEPCOHABHBIX JAHHbIX;

- CPEACTBa PasTpaHUYCHUs JOCTYIa 3aperMCTPUPOBAHHBIX IIOJIB30BATECH CHCTEMBI K
pecypcaM HHPOPMAIMOHHBIX CHCTEM IEPCOHAIBHBIX NaHHBIX O BY3 «Meouko-canumapnas
yacmo Ne2y,

- CpecTBa 00ECeYeH s B KOHTPOJIS LeJIOCTHOCTH MPOTrPaMMHBIX | UH(OPMAIIOHHBIX
pecypcog;

- CPeICTBa ONEPATUBHOIO KOHTPOJISL M PETHCTPAIIMU COOBITHI G€30MacHOCTH;

- KpUITorpadpuIecKue CpeacTBa 3allUThl EPCOHATBHBIX JAHBIX.

Ycnemnoe npuMeHeHHe TEXHUIECKHX CPEJICTB 3aIUThl HA OCHOBAHHH IIPEJICTaBICHHBIX
BBIMIC IPHHIHUIOB IMPEINOIAraeT, YTO BBINOJHEHHE MEPEYHCICHHBIX HIKE TpeGOBaHMM
00eCIeYeH0  OPraHM3AlUOHHBIMA (2 MHHHCTPATHBHBIMH) MepaMM M HCIIOJb3YEMBIMU
(usmyeckumu cpeacTBaMy 3aUTHL:

- obecrieyeHa (u3HMYECKas METOCTHOCTh BCEX KOMIIOHEHT HHOOPMAIIMOHHEIX HCTEM
IIEPCOHAIBHBIX JTAHHBIX;

- KaX/Ibll COTPYIHHK (II0Ib30BATENL) HIJIM TPYIIA MOJIb30BaTeNel MHDOPMAIHOHHBIX
CHCTEM TMEPCOHAIBHBIX JaHHBIX HMMEET YHHKAIBHOE CHCTEMHOE WMS W MHHUMAIBHO
HEOOXOJMMBIE [l BBIIONHEHHS MM CBOMX (DYHKIIMOHAIBHBIX OGS3aHHOCTEH IIOJHOMOYHS 110
JIOCTYIIy K PECypcaM CHCTEMBI;

- BCC  HM3MEHCHMsS  KOHQUIypallMM  TEXHHYECKHX M  IIPOTPAMMHBIX CpeJCTB
MH(OPMALMORHEIX CHCTEM IEPCOHANBHBIX JTaHHBIX IIPOM3BOSTCS CTPOro yCTaHOBJIEHHBIM
NOPSZKOM  (PETHCTPHPYIOTCS. M KOHTPOJIMPYIOTCS) TONBKO HA OCHOBAHHH pacropsHKeHHM
pykosozctBa OI'BY3 «Meouko-canumapnas yacme Ne2y,

- CeTeBOE 000pynOBaHMe (KOHIEHTPATOPHL, KOMMYTaTOPHI, MapuIpyTH3aTOpbl ¥ T.II.)
paclioyiaracTCs B MECTaX, HEJOCTYNHEIX JUIS IOCTOPOHHHX (CHELHATBHBIX MOMEIICHHSX,
mkadax, u T.11.).

- MHXCHEpOM 1o 3amute uHpopmarmu OI'BY3 «Meouxo-canumapnas yacmo Noly
OCYIICCTBIACTCA  HENPEPHIBHOE  YNPaBICHHE M aJIMHHHCTPATHBHAS  NOIIEPIKKA
(GyHKIMOHUPOBAHHUS CPENCTB 3AIUTEL



